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Abstract. Critical infrastructures becomes one of the main targets during war because of its important role
in ensuring the functioning of the state and society. Destruction or damage to critical facilities can have
catastrophic consequences for security, the economy, and the lives of citizens. Modern issues related to
determining the risk of critical infrastructures during war are considered. ChatGPT is used to determine the
probabilities of risks of critical infrastructures. With the help of this chat, a general overview of probabilities
was made based on the assumptions made on the basis of the analysis of modern wars in Ukraine and other
countries of the world. The obtained results are presented in the form of network diagrams. Shown. that modern
wars are more dangerous for the population, due to the desire to destroy critical infrastructures and have a
negative impact on the population of countries. Risk in the classic form is considered as a combination of two
components, namely the probability of an event and its consequences. This article deals with the first part, that
is, the probability of events according to their criticality. The next article will consider the consequences
according to their criticality.
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INTRODUCTION

Selection of risk analysis methods based on the use of probability and consequences

The article (Osei-Kyei R., Tam V., Ma M., Mashiri E, 2021) presents approaches to determining
the risks of critical infrastructures. In modern society, critical infrastructures (CIs) resilience has
become a critical issue in crisis management and ClIs protection.a total of 31 threats/hazards are
identified, with the most reported threats/hazards being: (1) natural disasters, (2) ageing and decay,
(3) cyber threats, (4) terrorist activities, (5) contamination and (6) cascading failure/threat. The
findings of this study provide a solid foundation for future research on developing CIs resilience.
Additionally, the findings will inform policy makers and government authorities of the salient threats
affecting the building of ClIs resilience.

European countries are concerned about ensuring that critical infrastructure risks are minimized.
While safeguarding critical infrastructure is primarily a national responsibility, the EU and NATO
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have stepped up efforts to counter hybrid threats and protect critical infrastructure. The EU and
NATO can further increase co-operation in this area through more extensive intelligence sharing
and the intensification of joint training and exercises, to better counter hybrid threats (Pillai H.,
2023).

In the article (Huth M., Dserkop S., 2018), the authors focused on the critical logistical
infrastructure and develop an evaluation approach for decision makers to support them in channeling
risk management activities. The evaluation considers how the limitation or breakdown of any element
of the logistical network influences all supply chains that use the network. By calculating risk-induced
costs for the supply chains, implications of risk can be quantified and used as a basis for decision
making.

THEORETICAL REVIEW

In the article (Dunn M., 2007) the authors pays attention that the terrorist attacks of 11 September
2001 have led to an increased focus on the vulnerability of modern societies in general and the
protection of so-called critical infrastructures in particular. however, drafting efficient protection plans
has proven to be a challenge: requirements include sophisticated situation analyses, better understanding
of vulnerabilities, and a political consensus on how protection measures should be prioritized.

The answer to this question can only be the implementation of a risk-oriented approach.

On 17 February 2017, the United Nations Security Council unanimously adopted Resolution 2341
on Protection of Critical apacities to Prevent Attacks against Critical Infrastructure and called upon
Member States to address the danger of terrorist attacks against critical infrastructure. The resolution
invites Member States to consider possible preventive measures in developing national strategies and
policies. The document (The protection of critical infrastructures, 2018) attests to the threats and
risks caused by terrorist attacks on infrastructure facilities and their negative impact on the economies
of states. It should be taken into account that the modern war in Ukraine began and continued on
the basis of attacks on the infrastructure of Ukraine.

In the article (Heino O., Takala A., Jukarainen P, Kalalahti J., Kekki,T., Verho P, 2019) the authors
indicate that functioning and resilience of modern societies have become more and more dependent
on critical infrastructures. Severe disturbance to critical infrastructure is likely to reveal chaotic
operational conditions, in which infrastructure service providers, emergency services, police,
municipalities, and other key stakeholders must act effectively to minimize damages and restore normal
operations. This is exactly what was shown in the war in Ukraine.

In the article (Giannopoulos G., Filippini R., Schimmer M., 2012) the authors pays attention on
metodology in risk assessment. It is indispensable in order to identify threats, assess vulnerabilities
and evaluate the impact on assets, infrastructures or systems taking into account the probability of
the occurrence of these threats. This is a critical element that differentiates a risk assessment from a
typical impact assessment methodology.

METHODOLOGY

Risk research methodology

Methods to Identify Risks by Comparing the Probability and Consequences of Events Various
methods are used to assess risks based on a comparison of probability and consequences of events.
Method the Risk Matrix (Johnivan J.R., 2024). One of the most widely used methods. It involves a
two-dimensional matrix:

* Probability of an event (low, medium, high, very high);

» Consequences of the event (insignificant, moderate, severe, catastrophic).

By combining these two factors, the risk level is determined. This method provides a clear view
of how dangerous a particular event may be. For example, an event with a high probability but low
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consequences might be moderate, while an event with low probability but catastrophic consequences
might still be deemed severe.

An analysis of other methods that consider risks across probability and consequences has been
performed. Method the What-If Analysis (Card A. J., Ward J., P. Clarkson J., 2012). This method
involves systematically examining possible events through scenario analysis. It helps identify risks by
evaluating the likelihood and consequences based on expert judgment and brainstorming of “what-if”
scenarios. Method the Event Tree Analysis (ETA) (Andrews J., Dunnett S.J., 2000). ETA helps
analyze the probability and consequences of events by constructing an event tree. This graphical
method visualizes all potential scenarios following an initiating event and determines their probabilities
and impacts. It is useful for understanding multistep risks. Method the Fault Tree Analysis (FTA)
(Bakeli T., Alaoui Hafidi A., 2020). FTA is a logical, graphical method used to identify the causes of
an undesirable event. It is also a quantitative risk assessment tool that allows for evaluating the
likelihood of critical events based on the probability of contributing factors. Method the SWOT
Analysis (Threats and Opportunities) (Sharath Kumar C R, Praveena K.B, 2023). SWOT analysis
can be employed to identify internal and external risks and opportunities, combining the data on
probability and consequences of threats to develop better risk management plans. Method the Risk
Cost Analysis (Cost Risk Analysis, 2024). This method evaluates the potential cost of a risk based
on its likelihood and potential consequences. It helps organizations make financial decisions about
risk management, taking into account both probability and impact. Method the Business Impact
Analysis (BIA) (Taarup J., 2020). BIA assesses the potential financial and operational losses from
critical events. It evaluates the likelihood of these events and their consequences on business continuity.
Method the Scenario Analysis (Keisle J.M., 2024). Scenario analysis forecasts potential future risks
by modeling different event scenarios. It allows the assessment of the probability and impact of each
scenario under certain conditions, helping to prepare for future risks.

These methods help systematically evaluate risks by considering both probability and consequences.
This supports decision-making in risk management, helping organizations mitigate negative impacts.

RESULTS AND DISCUSSION

Probability Assessment (Defined as Low, Medium, High, Very High). Each critical infrastructure
sector’s threat level is determined based on probability, which is categorized as:

* Low: Minimal likelihood of disruption.

* Medium: Potential, but not highly likely.

» High: Likely under current circumstances.

 Very High: Almost certain to occur.

Consequences Defined (Insignificant, Moderate, Severe, Catastrophic)

* Insignificant: Minimal impact, easily managed.

* Moderate: Noticeable disruption but can be resolved with time and resources.

* Severe: Substantial impact on services, economic or social function.

« Catastrophic: Systemic collapse or long-term crisis, affecting the entire country or population.

Risk Assessment for Critical Sectors During War

The ChatGPT artificial intelligence program was used in the study (ChatGPT). Risk Assessment
for Critical Sectors During War:

1. Financial Institutions (Banks). Probability: Medium to High (pic.1, Row 1). Financial systems may
be targeted for economic destabilization. Consequences: Moderate to Severe. Ranging from temporary
transaction delays to widespread financial collapse, affecting both local and international markets.

2. Food Supply Chains (Stores, Warehouses). Probability: Medium to High (pic.1, Row 2).
Disruption of logistics and supply chains could lead to shortages. Consequences: Moderate to Severe.
Depending on duration and geographic impact of disruptions, possibly leading to local famine or food
scarcity.
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3. Energy Systems (Electric Power, Transmission). Probability: High (pic.1, Row 3). Energy
infrastructure is a frequent target in warfare to weaken the adversary. Consequences: Severe to
Catastrophic. As electricity is essential for the functioning of critical services (healthcare, water,
communications).

4.Information Systems (Data Centers, Internet). Probability: High (pic.1, Row 4). Cyberattacks
or physical damage to data centers can disrupt communications and access to information. Consequences:
Severe. Potentially halting business operations, disrupting communication, and creating national
security risks.

5. Space Research and Satellite Communication Centers. Probability: Low to Medium (pic.1, Row
5). These are less likely to be immediate targets but could face indirect damage. Consequences:
Moderate, with disruptions to satellite communications and intelligence services but less direct impact
on daily civilian life.

6. Educational Institutions (Schools, Research Centers). Probability: Medium (pic.1, Row 6).
Schools and universities may be closed or repurposed for other wartime uses. Consequences: Moderate
to Severe, especially long-term, as disruptions affect future generations’ education and research
outputs.

7. Logistics (Transport Networks, Fuel Stations). Probability: High (pic.1, Row 7). Logistics and
transportation systems are essential for military and civilian purposes and are likely targets.
Consequences: Severe to Catastrophic, with direct impacts on supply chains for food, military resources,
and essential services.

8. Communication Systems (Mobile Networks, Radio, TV). Probability: High (pic.1, Row 8).
Communication systems are critical for both civilian and military operations. Consequences: Severe,
as disruptions can lead to information blackouts, chaos, and reduced coordination.

9. Water Supply and Sewerage Systems. Probability: Medium to High (pic.1, Row 9). Water
infrastructure is often targeted to pressure the civilian population. Consequences: Severe to Catastrophic,
as water supply is crucial for survival and hygiene, potentially leading to public health crises.

10. Healthcare Systems (Hospitals, Pharmacies). Probability: High (pic.1, Row 10). Healthcare is
often overwhelmed during wartime due to increased casualties and disruptions in supply chains for
medicine. Consequences: Catastrophic, as it leads to increased mortality, inability to treat injuries, and
public health emergencies.

Based on the above critical infrastructures, in order to apply the Risk Matrix, we will consider
the probabilities and consequences for each category of infrastructures. To present the risks graphically,
we will divide them according to the point system (Table 1).

Table 1. Probability of Risk and the interval in points

Probability of Risk The interval in points (x10-1)
Very High 9-10
High + Very High 8-9
High 7-8
Medium + High 6-7
Medium 5-6
Low + Medium 4-5
Low 0-4

Source: formed by the author
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Pic. 1. Probability

Source: formed by the author

of Risk Assessment for Critical Sectors During War

Assessing the probability for Critical Sectors During War:

1. Assessing the probability of a threat to financial critical objects (e.g., central banks, financial
markets, stock exchanges, payment systems, etc.) during wartime requires analyzing various factors,
including the geopolitical situation, the nature of the conflict, the intent and capabilities of the adversary,
and the specific vulnerabilities of the financial sector. Here’s an assessment based on typical scenarios:

1. Cyber Threats (e.g., hacking,
Row 1). 2. Physical Attacks (e.g.,

ransomware attacks, DdoS). Probability: Very High (Tabl.1, pic.2,
bombings, sabotage of financial infrastructure). Probability: Medium

to High (pic.2, Row 2). 3. Insider Threats (e.g., collusion, sabotage by insiders). Probability: Low to
Medium (pic.2, Row 3). 4. Disruption of Supply Chains (e.g., supply of essential technology or resources
for operations). Probability: Medium (pic.2, Row 4). 5. Economic Warfare (e.g., sanctions, currency
manipulation). Probability: High (pic.2, Row 5). 6. Financial Panic or Loss of Confidence (e.g., runs
on banks, market collapses).Probability: High. (pic.2, Row 6) 7. Disinformation Campaigns (e.g.,
spreading false information to trigger market chaos). Probability: Medium (pic.2, Row 7).
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Pic. 2. The probability of a threat to financial critical objects

Source: formed by the author
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Overall Risk Assessment — Probability of threat: High. Rationale: While not all threats are equally
likely, financial systems are attractive targets during wartime due to their centrality to national
stability. The likelihood of cyberattacks, economic warfare, and financial panic is particularly high.
Physical attacks are less likely but still plausible depending on the war zone and adversaries’
capabilities.

2. Assessing the probability of a threat to the operation of food establishments and warehouses
(critical objects for food supply during wartime depends on several factors, such as the location of
these facilities, the strategic importance of food supplies, and the nature of the conflict. Here’s a
probability assessment for various potential threats: 1. Supply Chain Disruptions (e.g., transportation
routes, fuel shortages). Probability: Very High (pic.3, Row 1). 2. Cyber Threats (e.g., attacks on supply
chain management, inventory systems). Probability: High (pic.3, Row 2). 3. Physical Attacks (e.g.,
bombings, sabotage, raids). Probability: Medium (pic.3. Row 3). 4. Looting and Theft. Probability:
Medium to High (pic.3, Row 4). 5. Disruption of Utilities (e.g., power outages, water supply
interruptions). Probability: High (pic.3, Row 5). 6. Economic Instability (e.g., inflation, food price
spikes, rationing). Probability: High. (pic.3, Row 6). 7. Labor Shortages (e.g., military conscription,
displacement of workers). Probability: Medium to High. (pic.3, Row 7). 8. Targeting by Hostile Forces
(e.g., to undermine civilian morale or food security). Probability: Medium (pic.3, Row 8). 9. Regulatory
Restrictions (e.g., food production controls, rationing policies). Probability: Medium (pic.3, Row 9).
10. Food Contamination Risks (e.g., chemical warfare, biological threats). Probability: Low to Medium
(pic.3, Row 10).
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Pic. 3. The probability of a threat to the operation of food establishments and warehouses

(critical objects for food supply
Source: formed by the author

Overall Risk Assessment: Probability of threat: High; Rationale: Food establishments and
warehouses are vital to civilian and military logistics, making them potential targets in wartime. The
most likely threats are supply chain disruptions, utility failures, economic instability, and cyber threats.
While direct physical attacks and contamination risks are lower, the overall probability of significant
operational threats is high, especially in conflict zones.

3. The probability of threats to the operation of electricity sources (e.g., power plants, renewable
energy stations) and the means of transmission (e.g., power grids, substations, transmission lines)
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during wartime is significant due to their critical importance for both civilian and military operations.
Here’s a detailed assessment of potential threats: 1. Physical Attacks on Power Plants and Transmission
Infrastructure (e.g., bombings, sabotage). Probability: Very High (pic.4, Row 1). 2. Cyberattacks on
the Power Grid (e.g., malware, ransomware, system hacking). Probability: Very High (pic.4, Row 2)..
3. Fuel Supply Disruptions (for non-renewable energy plants, such as gas or coal). Probability: High
(pic.4, Row 3). 4. Damage to Transmission Lines and Substations (e.g., artillery, explosions, sabotage).
Probability: High (pic.4 Row 4).. 5. Disruption of Maintenance and Repair Operations (e.g., restricted
access, safety concerns for workers). Probability: High (pic.4, Row 5).. 6. Utility Workforce Shortages
(e.g., conscription, displacement of workers). Probability: Medium (pic.4, Row 6)..7. Damage to
Renewable Energy Sources (e.g., wind farms, solar panels). Probability: Medium (pic.4, Row 7).
8. Economic Instability (e.g., funding shortages, inflation). Probability: Medium (pic.4, Row 8)..
9. Natural Environmental Risks Amplified by War (e.g., floods, fires near power stations). Probability:
Medium (pic.4, Row 9).10. Targeted Electromagnetic Pulse (EMP) Attacks. Probability: Low to
Medium (pic.4, Row 10).
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Pic. 4. The probability of threats to the operation of electricity sources
Source: formed by the author

Overall Risk Assessment. Probability of threat: Very High. Rationale: Electricity sources and
transmission systems are critical to both military operations and civilian life, making them prime
targets in any war. Physical attacks, cyber threats, and fuel supply disruptions are highly likely, given
the strategic importance of crippling an adversary’s power supply. Maintenance delays, workforce
shortages, and economic instability further increase the risk, though they are secondary threats
compared to direct attacks. The likelihood of widespread or prolonged outages is very high in active
conflict zones.

4. The probability of threats to the operation of information centers and information storage
systems (critical for communications, data storage, and command-and-control functions) during
wartime is high, as these systems are vital to both military and civilian operations. Here’s an assessment
of the likelihood of various threats: 1. Cyberattacks (e.g., hacking, ransomware, DDoS attacks).
Probability: Very High (pic.5, Row 1). 2. Physical Attacks (e.g., bombings, sabotage, direct strikes).
Probability: High (pic.5, Row 2). 3. Power Supply Disruptions (e.g., grid attacks affecting data centers).
Probability: High (pic.5, Row 3). 4. Insider Threats (e.g., sabotage by employees, espionage).
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Probability: Medium (pic.5, Row 4). 5. Communication Infrastructure Disruptions (e.g., cutting off
internet, satellite jamming). Probability: High ((pic.5, Row 5). 6. Denial of Service Due to Overload
(e.g., increased demand from military and civilian use). Probability: Medium (pic.5, Row 6). 7. Natural
Disasters Exacerbated by War (e.g,, fires, floods affecting data centers). Probability: Medium (pic.5,
Row 7). 8. Data Corruption or Destruction (e.g., targeted attacks on data integrity). Probability:
High (pic.5, Row 8). 9. Legal or Regulatory Disruptions (e.g., restrictions on data sharing, international
sanctions). Probability: Medium (pic.5, Row 9). 10. Economic Strain and Resource Shortages (e.g.,
lack of funds for maintenance or upgrades). Probability: Medium (pic.5, Row 10).
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Pic. 5. The probability of threats to the operation of information centers

and information storage systems
Source: formed by the author

Overall Risk Assessment. Probability of threat: Very High. Rationale: Information centers and
storage systems are critical targets in modern warfare, making them highly vulnerable to cyberattacks,
physical strikes, and communication infrastructure disruptions. The risk from cyber threats is
particularly high, as these systems are integral to military, governmental, and civilian operations.
Redundancies and backup systems provide some mitigation, but the overall probability of threats to
these critical objects during wartime is very high due to their strategic importance.

5. The probability of threats to the operation of space centers and space systems (e.g., satellites,
launch facilities, communication systems) during wartime is significant due to their crucial role in
military, intelligence, and civilian operations. Below is an assessment of the potential threats:
1. Cyberattacks on Space Systems (e.g., hacking, satellite control interference). Probability: Very High
(pic.6, Row 1). 2. Anti-Satellite (ASAT) Weapon Attacks (e.g., missile strikes, directed energy
weapons). Probability: High (pic.6, Row 2). 3. Physical Attacks on Space Launch Centers and Ground
Control Stations (e.g., bombings, sabotage). Probability: High (pic.6, Row 3). 4. Electromagnetic
Interference and Jamming (e.g., GPS jamming, satellite signal interference). Probability: Very High
(pic.6, Row 4). 5. Kinetic Impact on Satellites (e.g., space debris or intentional collisions). Probability:
Medium (pic.6, Row 5). 6. Economic Sanctions and Restrictions on Space Technology (e.g., international
trade restrictions on space tech). Probability: Medium (pic.6, Row 6). 7. Power Supply and
Infrastructure Disruptions (e.g., energy grid failures affecting ground control centers). Probability:
High (pic. 6, Row 7). 8. Space Surveillance and Reconnaissance Disruption (e.g., blinding satellites
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with lasers or other countermeasures). Probability: High (pic.6, Row 8). 9. Legal and Regulatory
Disruptions (e.g., restrictions on space launches, space activity regulations). Probability: Medium
(pic.6, Row 9). 10. Natural Risks Amplified by War (e.g., environmental risks affecting launch sites).
Probability: Low to Medium (pic.6, Row 10).
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Pic. 6. The probability of threats to the operation of space centers and space systems
Source: formed by the author

Overall Risk Assessment. Probability of threat: Very High. Rationale: Space systems are highly
strategic assets in wartime, supporting communication, navigation, intelligence, and military operations.
The probability of cyberattacks, electromagnetic interference, and physical attacks on ground stations
and satellites is particularly high, making space systems a critical target during conflict. Kinetic and
economic risks are less likely but still relevant in some scenarios. The overall risk to space systems
and centers is very high due to their essential role in modern warfare and the vulnerability of space
assets.

6. The probability of threats to the operation of educational institutions and research centers
during wartime is dependent on several factors, including their location, strategic importance, and
role in supporting the war effort (e.g., military research). Here’s an assessment of potential threats:
1. Physical Attacks on Facilities (e.g., bombings, shelling, sabotage). Probability: Medium (pic.7, Row
1). 2. Cyberattacks (e.g., hacking, data theft, disruption of online learning systems). Probability: High
(pic.7, Row 2). 3. Disruption of Communications and Internet Access (e.g., internet blackouts,
infrastructure attacks). Probability: High (pic.7, Row 3). 4. Supply Chain Disruptions (e.g., shortages
of materials, lab equipment, educational supplies). Probability: High (pic.7, Row 4). 5. Economic
Instability and Funding Shortages. Probability: High (pic.7, Row 5). 6. Displacement of Students,
Faculty, and Researchers. Probability: Very High (pic.7, Row 6).7. Requisition of Facilities for Military
or Civilian Use. Probability: Medium to High (pic.7, Row 7). 8. Intellectual Property Theft or Sabotage
(e.g., targeting sensitive research). Probability: Medium (pic.7, Row 8). 9. Faculty and Researcher
Shortages (e.g., conscription, reassignment to military projects). Probability: High (pic.7, Row 9).
10. Long-Term Impact on Educational Standards and Research Output. Probability: High (pic.7,
Row 10).

I 00 o



Mpaeo Ta iHHoBauiHe cycnianbcTBO — Law and innovative society
2024, 2(23), 55-70, https://doi.org/10.37772/2309-9275-2024-2(23)-5

s
o
i

C = = T = T =]

L
[1=]
=Rl L -
[
L

=]
i)

|

e
=]

L

Pic. 7. The probability of threats to the operation of educational institutions
and research centers

Source: formed by the author

Overall Risk Assessment. Probability of threat: High. Rationale: Educational institutions and
research centers face significant threats during wartime, primarily from physical damage, cyberattacks,
supply chain disruptions, and the displacement of key personnel. While they are not typically primary
military targets, their operations can be severely disrupted by collateral damage, economic strain, and
workforce shortages. The most severe impacts are likely to be seen in conflict zones or areas where
research is directly related to military or critical infrastructure. Overall, the probability of threats to
the operation of these critical objects during war is high.

7. Here is an assessment of the probability of threats to logistic transport networks, service stations,
and fuel stations during wartime, with a focus on their importance as critical systems:

1. Physical Attacks on Transport Infrastructure (roads, railways, bridges, ports, etc.). Probability:
Very High (pic.8, Row 1). 2. Attacks on Fuel Stations and Depots (e.g., bombings, airstrikes, sabotage).
Probability: Very High (pic.8, Row 2). 3. Cyberattacks on Logistics Networks (e.g., disruption of
transportation management, fuel distribution systems). Probability: High (pic.8, Row 3). 4. Blockades
and Interdiction of Strategic Transport Routes (e.g., ports, railways, highways). Probability: High
(pic.8, Row 4).5. Fuel Shortages Due to Supply Chain Disruptions. Probability: Very High (pic.8,
Row 5). 6. Attacks on Service Stations and Vehicle Maintenance Facilities. Probability: High (pic.8,
Row 6). 7. Economic Sanctions and Supply Restrictions. Probability: High (pic.8, Row 7). 8. Workforce
Shortages (e.g., conscription of transport workers, displacement). Probability: High (pic.8, Row 8).
9. Collateral Damage from Nearby Military Targets. Probability: Medium (pic.8, Row 9). 10. Sabotage
of Military Convoys and Fuel SuppliesProbability: Very High (pic.8, Row 10).

Overall Risk Assessment. Probability of threat: Very High. Rationale: Logistic transport networks,
service stations, and fuel stations are highly vulnerable during wartime due to their essential role in
supporting military operations and civilian needs. They are likely to face both direct attacks (airstrikes,
bombings, sabotage) and indirect disruptions (cyberattacks, fuel shortages, workforce constraints).
The critical importance of fuel and transport to both military success and civilian stability makes
them high-priority targets, resulting in a very high probability of threats to their operation during
war.
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Pic. 8. The probability of threats to logistic transport networks, service stations, and fuel stations
Source: formed by the author

8. The probability of threats to the operation of communication systems (mobile networks, radio,
and television) during wartime is very high. These systems are critical for disseminating information,
maintaining public morale, and coordinating military operations, making them primary targets for
disruption. Below is an assessment of the various types of threats: 1. Physical Attacks on Communication
Infrastructure (Towers, Stations, Equipment). Probability: Very High (pic.9, Row 1). 2. Cyberattacks
on Networks and Systems. Probability: Very High (pic.9, Row 2). 3. Jamming of Radio and Television
Signals. Probability: High (pic.9 Row 3). 4. Mobile Network Overload Due to Increased Usage.
Probability: High (pic.9, Row 4). 5. Targeted Destruction of Data Centers and Switching Hubs.
Probability: Very High (pic.9, Row 5). 6. Internet Shutdowns and State-Imposed Restrictions.
Probability: High (pic.9, Row 6). 7. Propaganda and Misinformation Campaigns on TV and Radio.
Probability: Very High (pic.9, Row 7). 8. Sabotage by Insider Threats. Probability: Medium (pic.9,
Row 8). 9. Use of Electromagnetic Pulse (EMP) Weapons. Probability: Medium (pic.9, Row 9).
10. Dependency on Power Supply Systems. Probability: High (pic.9, Row 10). 11. Disruption of
Satellite Communication Links . Probability: High (pic.9, Row 11).
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Pic. 9. The probability of threats to the operation of communication systems

Source: formed by the author
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Overall Risk Assessment. Probability of Threat: Very High. Rationale: Communication systems
(mobile networks, radio, and TV are vital for civilian and military coordination, making them primary
targets in wartime. The most likely threats include physical destruction of infrastructure, cyberattacks,
signal jamming, and intentional network overloads. These systems’ reliance on power supply and
centralized hubs further increases their vulnerability. The overall probability of threats to communication
systems during war is very high.

9. The probability of threats to water supply and sewage systems during wartime is high due to
their critical role in maintaining public health, sanitation, and general infrastructure stability.
Disruption of these systems can have severe consequences for both civilian populations and military
operations. Below is an assessment of the probability of various types of threats: 1. Physical Attacks
on Water Infrastructure (e.g., water treatment plants, pumping stations, reservoirs). Probability: High
(pic.10, Row 1). 2. Contamination of Water Supply (e.g., sabotage, chemical or biological warfare).
Probability: Medium (pic.10, Row 2). 3. Cyberattacks on Water Supply Systems (e.g., disruption of
control systems, pumps, valves). Probability: High (pic.10, Row 3). 4. Damage to Sewage Treatment
Facilities (e.g., bombings, sabotage). Probability: High (pic.10, Row 4). 5. Disruption of Water Supply
Due to Damage to Power Grids. Probability: Very High (pic.10, Row 5). 6. Blockades or Siege Tactics
Impacting Water Access. Probability: High (pic.10, Row 6). 7. Displacement of Technical Staff and
Workforce Shortages. Probability: High (pic.10, Row 7). 8. Destruction of Water Pipelines and
Distribution Networks. Probability: Very High (pic.10, Row 8). 9. Pollution of Water Sources Due
to Warfare (e.g., industrial pollution, damage to sanitation systems). Probability: Medium to High
(pic.10, Row 9). 10. Long-Term Infrastructure Degradation (e.g., lack of maintenance, spare parts
shortages). Probability: High (pic.10, Row 10).
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Pic. 10. The probability of threats to water supply and sewage systems
Source: formed by the author

Overall Risk Assessment. Probability of threat: High/ Rationale: Water supply and sewage systems
are critical for both civilian populations and military operations, making them high-value targets
during wartime. The probability of direct attacks, cyberattacks, and disruptions due to damage to
power grids or supply chains is very high. Additionally, the long-term degradation of water and sewage
systems due to workforce shortages, lack of maintenance, or siege tactics poses a serious risk. Given
the essential role of these systems, the overall threat assessment for their operation during war is high.
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10. The probability of threats to the medical system, including pharmacies, polyclinics, and
hospitals, during wartime is extremely high due to their critical role in providing healthcare to both
military personnel and civilians. Medical facilities are not only essential for treating casualties, but
they are also vulnerable to direct and indirect attacks, resource shortages, and infrastructure
disruptions. Below is an assessment of the probability of various types of threats: 1. Direct Attacks
on Hospitals and Medical Facilities (e.g., airstrikes, bombings, shelling). Probability: High to Very
High (pic.11, Row 1). 2. Disruption of Medical Supply Chains (e.g., medications, medical equipment,
vaccines). Probability: Very High (pic.11, Row 2). 3. Overloading of Healthcare Systems Due to
Increased Casualties. Probability: Very High (pic.11, Row 3). 4. Cyberattacks on Healthcare Information
Systems (e.g., patient records, hospital management systems). Probability: High (pic.11, Row 4).
5. Attacks on Pharmacies and Disruption of Pharmaceutical Distribution. Probability: High (pic.11,
Row 5). 6. Shortages of Medical Personnel (e.g., displacement, conscription, casualties). Probability:
High (pic.11, Row 6). 7. Destruction or Sabotage of Medical Transport and Ambulances. Probability:
High (pic.11, Row 7). 8. Contamination of Water and Power Disruptions Affecting Hospitals.
Probability: Very High (pic.11, Row 8). 9. Targeted Sabotage or Looting of Medical Supplies.
Probability: High (pic.11, Row 9). 10. Spread of Communicable Diseases (e.g., due to overcrowding,
poor sanitation). Probability: High (pic.11, Row 10). 11. Economic Sanctions Affecting Import of
Medical Supplies and Equipment. Probability: High (pic.11, Row 11). 12. Collateral Damage to
Healthcare Infrastructure from Nearby Military Targets. Probability: High (pic.11, Row 12).

e
[
I
B3 = pa LI s LN oono=) B0 o
e
L

Pic. 11. The probability of threats to the medical system, including pharmacies,
polyclinics, and hospitals

Source: formed by the author

Overall Risk Assessment. Probability of threat: Very High. Rationale: The medical system, including
pharmacies, polyclinics, and hospitals, is extremely vulnerable during wartime due to a combination
of direct attacks, resource shortages, and infrastructure damage. The high demand for medical services
due to casualties, combined with supply chain disruptions, workforce shortages, and attacks on
healthcare facilities, results in a very high probability of threats to the operation of the medical system
during war. The critical importance of healthcare for both civilian and military populations makes it
a key area of vulnerability in any conflict.

I ¢



Mpaeo Ta iHHoBauiHe cycnianbcTBO — Law and innovative society
2024, 2(23), 55-70, https://doi.org/10.37772/2309-9275-2024-2(23)-5

CONCLUSIONS

An analysis of information sources (Osei-Kyei R., Tam V., Ma M., Mashiri F, 2021; Pillai H., 2023;
Huth M., Deerkop S., 2018; Dunn M., 2007; The protection of critical infrastructures, 2018; Heino
0., Takala A., Jukarainen P, Kalalahti J., Kekki,T., Verho P, 2019; Giannopoulos G., Filippini R.,
Schimmer M., 2012) has been carried out, from which it can be concluded that the issue of critical
infrastructure risks is an important issue that has received attention only in the last 20 years. At the
same time, the risks of critical infrastructures of settlements during the war were not considered at
all. Therefore, consideration of this issue in this article is important and relevant.

The use of Chat]JPT for the analysis of analytical information that is available on the Internet has
proven the effectiveness of such scientific work and the prospects for its development are further
explored.

The obtained results of studies of the probability of risks of critical infrastructures proved a high
level of probability of threat to these objects, and accordingly, the negative impact that they can cause
to the population of countries from the actions of aggressors and terrorists.
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PUBUKUN KPUTUYHOI IHOPACTPYKTYPU MIA YAC BIMHU

Awnoraiisa. Kputnuna iHGpacTpyKTypa CTa€ OIHIEI0 3 TOJTOBHUX MillleHel 1T/l yac BilftHM yepes i BasKJIUBY
poJib y 3abe3rnederni (GyHKIIIOHYBAHHS JIP5KaBU Ta CYCIIIbCTBA. PyiiHyBaHHs ab0 TONIKOMKEHHST KPUTHIHUX
00’eKTiB MOKe MaTu KaTacTpo(iuni HACHIAKYU s Ge31eKH, eKOHOMIKK Ta KUTTs TPOMAJISIH.

PosrasinyTo cyyacHi nuTaHHs, MOB’'g3aHi 3 BU3HAYCHHSAM PU3UKY KPUTUYHOI iH(PACTPYKTYPH IIiJ] Yac BiliHU.
Jliist BUsHa4eHHs iIMOBIpHOCTElN pU3UKIB 00’€KTIB KpUTHYHOI iH(pacTpyKTypy BUukopucToByeThest yat ChatGPT.
3a I01I0MOro0 I[BOT0 YaTy 3po0JEHO 3arajbHUl OrJIs)] IMOBIPHOCTEIl Ha OCHOBI IIPUILyLIeHb, 3pOOJEHUX Ha
OCHOBI aHaJi3y Cy4acHUX BiliH B YKpaiHi Ta iHIIMX KpaiHax CBITY.

¥ crarTi IpoBe/IeHo OIIHKY PU3UKIB I KPUTUYHO BAKJIMBUX CEKTOPIB Ii/ yac BifiHW. /[0 HUX BijjHECeHO:
(binarncosi ycranosu (6aHKK); JAHIIIOIK TIOCTaYaHHs IPOAYKTIB XapuyBaHHs (MarasuHu, CKJIa/K); eHepreTuyHi
cucremu (eJeKTpoeHeprisd, nepegada); iHdopmMaiiiini cucremu (LeHTpU 0OPOOKHU AaHKUX, IHTEpHET); LHeHTpu
KOCMIYHUX JIOCTI/IKEHb Ta CYITyTHUKOBOTO 3B'SI3KY; HABYAJIbHI 3aKIa M (IITKOJIH, TOCJTITHUIIBKI TIEHTPH ); JIOTICTUKA
(TpaHCIIOpPTHI MepeKi, 3ampaBHi craHilii); cucremMu 38's13Ky (MOOLIbHI Mepeski, pajio, TerebaueHH s ); CUCTEMU
BOJIONIOCTAYAHHS TA KaHaJli3allii; CUCTEMU OXOPOHU 3/I0POB’s (JIiKapHi, arTeKkn ).

OTpuMaHi pe3yJibTaTi IpeACTaBIeH] y BUMIALI MepeskeBuX AiarpaM. I[TokasaHo, 110 cydacHi BiitHU € Giabi
HeOe3eYHNMU JIJIsT HACEJIEHHS, 1110 TIOB’sI3aHO 3 MPArHEeHHIM 3HUIIUTH KPUTHYHO BasKJIUBI 00'€KTH iHMPacTpyKTypH
Ta MAIOTh HETATHBHUN BILIMB HAa HACEJEHHSI KpaiH. PU3UK y KJIaCMYHOMY BUTJISIZI PO3TIISIIAETHCS SIK KOMOTHATTisT
JIBOX CKJIQJIOBUX, a came WMOBIPHOCTI TOJIii Ta ii HACJIiIKiB.

[Turannast pusuKiB KPUTUYHOI iHGPACTPYKTYPU € BAKJIUBUM MMHUTAHHSM, SKOMY MOYAJIU TIPUIIJISTH yBary
qmtre B octanHi 20 poxkis. [Ipu 1iboMy pus3uKyn KPUTHUYHOI iHOPACTPYKTYPH HACEJNEHUX MYHKTIB i 9ac BiltHU
B3arajii He po3riagaanucd. ToMy po3rsan IbOTO MUTAHHS B IaHIN CTATTI € BAKJINBUM Ta aKTYaJTbHUM.

Bukopucranns Chat]JPT mas ananisy anamitudnoi indopmarii, ska JocTyliHa B Mepesxki IHnTepHeT, 10Beo
e(eKTUBHICTh TaKOI HAYKOBOI POOOTH Ta IEePCIEKTUBHU ii IOAAJILIOTO PO3BUTKY.

KiouoBi cioBa: pusnku, KpuTHYHA iH(DPACcTPyKTYpa, BiliHa, HaceJeHHs, IMOBIPHICTh 3arPO3H.

RISKS OF CRITICAL INFRASTRUCTURES DURING WAR

Abstract. Critical infrastructure becomes one of the main targets in times of war because of its important
role in ensuring the functioning of the state and society. Destruction or damage to critical facilities can have
catastrophic consequences for security, economy, and the lives of citizens.

The article considers current issues related to determining the risk of critical infrastructure in wartime. The
ChatGPT chat is used to determine the probability of risks to critical infrastructure facilities. This chat provides
a general overview of probabilities based on assumptions made on the analysis of modern wars in Ukraine and
other countries.

The article assesses the risks to critical sectors during a war. These include: financial institutions (banks);
food supply chains (stores, warehouses); energy systems (electricity, transmission); information systems (data
centers, Internet); space research and satellite communications centers; educational institutions (schools, research
centers); logistics (transportation networks, gas stations); communication systems (mobile networks, radio,
television); water supply and sewage systems; health care systems (hospitals, pharmacies).
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The results are presented in the form of network diagrams. It is shown that modern wars are more dangerous
for the population, due to the desire to destroy critical infrastructure and have a negative impact on the
population of countries. Risk in the classical form is considered as a combination of two components, namely
the probability of an event and its consequences.

The issue of critical infrastructure risks is an important issue that has only been paid attention to in the
last 20 years. At the same time, the risks of critical infrastructure of settlements during the war were not
considered at all. Therefore, the consideration of this issue in this article is important and relevant.

The use of ChatJPT to analyze analytical information available on the Internet has proven the effectiveness
of such scientific work and the prospects for its further development.

Keywords: risks, critical infrastructures, war, population, threat probability.
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