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Abstract. This study assesses the consequences of risks for critical infrastructure using the risk matrix
method. Objectives include analyzing risk assessment approaches, examining the destruction of Ukraine’s critical
infrastructure, and developing evaluation methods for potential threats. The research employs threat analysis,
probabilistic risk assessment, and scenario modeling. The study develops an approach to risk assessment for
critical infrastructure, considering military threats and cybersecurity challenges. The review highlights the
destruction of energy and infrastructure facilities in Ukraine, emphasizing the need for enhanced protection.
Research on cyber threats, such as the 2015 cyberattack on Ukraine’s power grid, demonstrates the necessity
of modern security measures. The findings can aid in developing restoration strategies and reducing infrastructure
vulnerability. The study also explores wartime disruptions to medical institutions, pharmacies, and clinics,
classified as Insignificant, Moderate, Severe, or Catastrophic. Minor disruptions cause temporary shortages,
while severe cases lead to healthcare system collapse, affecting emergency and routine care. The impact of
wartime impacts on education, universities and research institutions has been assessed. Additionally, disruptions
to water supply and sewage systems pose major public health risks, potentially leading to widespread disease
outbreaks. These insights help policymakers and emergency planners mitigate wartime disruptions.
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INTRODUCTION

In our article (Berezutskyi V., Tokhtamysh T., 2024) we considered the basic methods of identifying
risks by comparing the probability and consequences of events. In the article it was shown that various
methods based on the comparison of the probability and consequences of events are used to assess
risks. The risk matrix method (Johnivan J.R., 2024) is the most widely used method. It includes a
two-dimensional matrix:

* probability of an event (low, medium, high, very high);

* consequences of an event (minor, moderate, severe, catastrophic).
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Taking into account the large volume of research, the previous article considered the method for
determining the probability of events for critical objects. This article will consider the assessment of
consequences for critical objects.

THEORETICAL REVIEW

The war has led to the systemic destruction of Ukraine’s critical infrastructure, with long-term
consequences for the economy, security, and environment. Recovery will require substantial financial
resources, international assistance, and the implementation of new technologies, including enhanced
cybersecurity and the construction of infrastructure resilient to attacks. Without effective recovery
and modernization strategies, the consequences of this destruction could negatively impact Ukraine’s
stability for decades to come. Below is a concise overview of scientific articles examining the
consequences of destruction and negative impacts on critical infrastructure in Ukraine during the
2014-2025 war.

Cyberattacks on Energy Infrastructures: Modern War Weapons.This scientific articles (Aljohani,
2022) study analyzes the cybersecurity threats to energy infrastructures, focusing on incidents like
the 2015 cyberattack on Ukraine’s power grid. It discusses the methodologies used in such attacks
and emphasizes the need for robust cybersecurity measures to protect critical infrastructure.

Impact Assessment of Hypothesized Cyberattacks on Interconnected Bulk Power Systems. This
paper (Ten et all, 2018) evaluates the potential impacts of coordinated cyberattacks on interconnected
power systems, using Ukraine’s 2015 power grid attack as a case study. It highlights the vulnerabilities
in supervisory control and data acquisition (SCADA) systems and the cascading effects of such attacks
on power stability.

An Open-Source Tool for Mapping War Destruction at Scale in Ukraine using Sentinel-1 Time
Series. This research (Dietrich et all, 2024) introduces a scalable method for assessing war-induced
building damage in Ukraine using Synthetic Aperture Radar (SAR) satellite imagery. The tool aids
in rapid damage assessment, crucial for humanitarian efforts and infrastructure rebuilding.

Impact of State and State-Sponsored Actors on the Cyber Environment and the Future of Critical
Infrastructure. This paper (Durojaye & Raji, 2022) explores the influence of state and state-sponsored
actors on cybersecurity, with a focus on critical infrastructures like Ukraine’s power grid. It discusses
the challenges in detecting and attributing such cyberattacks and their implications for national
security.

Environmental Impact of the Russian Invasion of Ukraine. This article (Environmental Impact
of the Russian Invasion of Ukraine, 2025) examines the environmental consequences of the Russian
invasion, detailing the damage to industrial sites, pollution, and the long-term ecological effects on
Ukraine’s natural reserves and critical infrastructure.

Impact of the Russian Invasion of Ukraine on Nuclear Power Plants. This article (Impact of the
Russian Invasion of Ukraine on Nuclear Power Plants, 2025) discusses the effects of the invasion on
Ukraine’s nuclear facilities, highlighting incidents at the Chernobyl and Zaporizhzhia plants, and the
broader implications for nuclear safety and energy security.

Zaporizhzhia Nuclear Power Plant Crisis. This article (Zaporizhzhia Nuclear Power Plant Crisis,
2025) provides a detailed account of the crisis at the Zaporizhzhia Nuclear Power Plant during the
invasion, including the safety concerns, military activities, and the international response to the threats
posed to this critical infrastructure.

Destruction of the Kakhovka Dam. This article (Destruction of the Kakhovka Dam, 2025) examines
the destruction of the Kakhovka Dam, detailing the immediate and long-term impacts on infrastructure,
the environment, and the socio-economic conditions in the affected regions of Ukraine.

Environmental Impact of War. This article (Environmental Impact of War, 2025) explores the
broader environmental consequences of warfare, with references to the Ukrainian context, discussing
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how modern military activities lead to environmental degradation and the destruction of critical
infrastructure.

2015 Ukraine Power Grid Hack. This article (2015 Ukraine Power Grid Hack, 2025) details the
2015 cyberattack on Ukraine’s power grid, the first publicly acknowledged successful cyberattack on
a power grid, discussing the methods used and the implications for critical infrastructure security.

METHODOLOGY

The ongoing war in Ukraine since 2014 has caused severe destruction and negative consequences
for the country’s critical infrastructure. Key facilities such as energy systems, water supply, transportation
networks, communications, and nuclear facilities have suffered direct attacks, cyberattacks, and
significant physical damage.

1. Energy Infrastructure:

 Cyberattacks, particularly the 2015 power grid attack, have demonstrated the vulnerability of
electricity networks to hacking;

* Direct shelling and bombings of power plants, including the Zaporizhzhia Nuclear Power Plant,
have created risks of radiation contamination and energy instability.

2. Hydrotechnical Structures:

* The destruction of the Kakhovka Dam led to large-scale flooding, the devastation of ecosystems,
and loss of water supply for many people and enterprises.

3. Environmental Consequences:

 Military actions have caused significant soil, water, and air pollution due to the destruction of
industrial facilities, particularly in the Donbas region;

 Contamination with radioactive and toxic substances has occurred due to damage to chemical
plants and waste storage sites.

4. Destruction of Transport and Communication Infrastructure:

* Bridges, railways, roads, and airports have suffered significant damage, complicating logistics
and the evacuation of civilians;

* The destruction of telecommunications hubs and mobile communication towers has led to
information isolation in certain regions.

These view provide a comprehensive overview of the various impacts on Ukraine’s critical
infrastructure during the conflict period. In this regard, there is a need for a more detailed study of
the risks of critical objects that arise as a result of military conflicts and wars.

As in the previous study, the ChatGPT artificial intelligence program was used (ChatGPT, 2025).
The impact assessment of events was performed for the same critical sectors during the war as in the
previous study (Berezutskyi & Tokhtamysh, 2024):

1.Financial Institutions (Banks);
. Food Supply Chains (Stores, Warehouses);
. Energy Systems (Electric Power, Transmission);
. Information Systems (Data Centers, Internet);
. Space Research and Satellite Communication Centers;
. Educational Institutions (Schools, Research Centers);
. Logistics (Transport Networks, Fuel Stations);
. Communication Systems (Mobile Networks, Radio, TV);

9. Water Supply and Sewerage Systems;

10. Healthcare Systems (Hospitals, Pharmacies).

1. Assessment of the consequences for financial institutions, banks and other critical objects of the
financial infrastructure during the war. Consequences Defined (Insignificant, Moderate, Severe,
Catastrophic).
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Table 1. Assessment of the consequences of negative impacts on critical infrastructure in points

Consequences Point
Insignificant 0-25 (12)
Moderate 26-50 (38)
Severe 9175 (63)
Catastrophic 76—-100 (88)

Source: formed by the authors

In further research we will use the same classification, which is given in Table 1.

When assessing the consequences of disruptions to financial institutions and banks during wartime,
we categorize them based on the Consequences Framework: Insignificant, Moderate, Severe, and
Catastrophic (Report on the European Central Bank — annual report 2023, 2023, Cybersecurity
studies from the World Economic. Reports, 2025, Post-war Reconstruction: Case Studies, 2022):

a) Insignificant Consequences. Description: Minor disruptions that do not affect core operations
significantly. Financial Context: An insignificant consequence would involve temporary delays in
services like localized ATM outages or minor glitches in online banking services. Example: During an
early stage of conflict, an isolated attack on a small branch that is quickly restored without impact
on the broader financial system;

b) Moderate Consequences. Description: Noticeable disruptions, but the system can recover with
some effort and resources. Financial Context: Disruptions to specific financial services, like regional
delays in transactions, may cause temporary inconvenience but do not undermine confidence in the
system. Example: A cyberattack that disables regional online banking services or credit card processing
systems for a short period, affecting consumers and businesses until fixed;

¢) Severe Consequences. Description: Substantial impact, with a significant effect on the economy
and financial operations. Financial Context: Severe consequences could include the prolonged
unavailability of critical banking services or the loss of large amounts of data, which could erode
public trust in financial institutions. Example: During the Russia-Ukraine conflict, widespread
cyberattacks on Ukraine’s financial system led to service disruptions and reduced banking functionality.
If the financial market experiences such attacks for an extended period, this could lead to national
economic instability and panic among citizens;

d) Catastrophic Consequences. Description: Systemic collapse or prolonged disruption that causes
long-term damage and is difficult to recover from. Financial Context: A catastrophic consequence
could include the destruction of critical financial infrastructure or long-term paralysis of the national
banking system, leading to severe economic consequences like hyperinflation, currency collapse, or
an inability to conduct any financial transactions domestically and internationally. Example: In war-
torn countries like Syria and Yemen, banking infrastructure has collapsed, with citizens unable to
access basic financial services. This disrupts the entire economy, increases poverty, and leads to the
breakdown of financial markets.

Factors That Influence the Severity of Consequences

 Cyberattacks: Financial institutions are highly vulnerable to cyberattacks during war, which
can cause severe or catastrophic damage. For example, coordinated attacks could disable critical
infrastructure, leading to long-term inoperability.

* Physical Destruction: Bombings and physical attacks on financial hubs can lead to the destruction
of infrastructure, causing systemic failures.
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* Market Confidence: Wars often erode confidence in financial markets, leading to currency
devaluation, runs on banks, and collapse in stock markets, exacerbating economic damage.

* International Sanctions and Isolation: During wartime, international financial institutions may
impose sanctions, causing isolation and collapse of local banks, leading to severe to catastrophic
financial consequences.

In conclusion, the consequences for financial institutions during wartime can range from moderate
to catastrophic depending on the intensity of attacks and the resilience of the systems in place.
A comprehensive risk management plan, focusing on cyber-defense and physical protection, is critical
to mitigating these risks.

2. An assessment of the impact on grocery stores, food warehouses and all commercial infrastructure
during wartime. Consequences Defined (Insignificant, Moderate, Severe, Catastrophic). Assessing the
consequences of disruptions to grocery stores, food warehouses, and commercial infrastructure during
wartime follows a framework categorized as Insignificant, Moderate, Severe, and Catastrophic (Conflict
and hunger, 2023, Global Report on Food Crises (GRFC) 2024, 2024, Reports and Documents,
Protecting Civilians against Digital Threats during Armed Conflict, 2024, The Syrian conflict, 2018,
Case study on Humanitarian crisis in Syria, 2023).

Each level of impact reflects different degrees of disruption to food availability, supply chains, and
the broader economy:

a) Insignificant Consequences. Description: Minor and temporary disruptions with minimal impact
on overall operations or food supply. Impact on Food Infrastructure: Short-term delays in deliveries
or temporary shortages of specific products that do not severely affect food availability. Example:
Localized issues like transportation delays due to a temporary road closure or an isolated incident
affecting one warehouse. The general public may experience short-term inconveniences, but food
availability remains stable overall;

b) Moderate Consequences. Description: Noticeable disruptions that cause operational challenges
but can be managed with some effort. Impact on Food Infrastructure: Interruptions to the food supply
chain in a particular region or city due to attacks on transportation routes or warehouses. This could
lead to temporary shortages of essential goods or price increases but would not lead to widespread
food insecurity. Example: During the early phases of a conflict, damage to a key distribution center
causes supply shortages in certain regions. Grocery stores may experience stock limitations for several
days, leading to price fluctuations and inconvenience for the population, but the system stabilizes
once alternative routes are established;

¢) Severe Consequences. Description: Major disruptions that significantly impact the availability of
food and commercial infrastructure, affecting the economy and population well-being. Impact on Food
Infrastructure: Severe damage to multiple warehouses, food processing plants, or transportation networks
can disrupt supply chains on a larger scale. This can lead to sustained shortages of essential food items,
price spikes, and food rationing. Example: Bombing of food warehouses or destruction of transportation
routes (e.g., railways or highways) used for food logistics. This could lead to long-term scarcity in certain
areas and place immense pressure on food security, especially in cities that rely heavily on external supplies;

d) Catastrophic Consequences. Description: Complete or near-complete breakdown of the food
supply system, causing widespread famine, economic collapse, and severe social unrest. Impact on
Food Infrastructure: The destruction of key food supply hubs, collapse of supply chains, and long-term
inability to replenish stocks would lead to large-scale food shortages. The commercial infrastructure
would be crippled, and basic goods would become unavailable, severely affecting civilian populations.
Example: A prolonged and targeted campaign against food infrastructure, including destruction of
warehouses, farms, transportation hubs, and food markets, resulting in widespread famine. Cities and
towns may become cut off from food supplies entirely, leading to catastrophic hunger, economic
destabilization, and humanitarian crises. This level of disruption can also trigger social unrest and
mass displacement as people seek food and safety elsewhere.
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Factors Worsening Consequences:

« targeting of Supply Routes: Destruction of critical roads, railways, and ports that transport food
can amplify the severity of the consequences;

* cyberattacks: Disruption of logistics management systems through cyberattacks could paralyze
food distribution efforts, compounding physical damage;

 dependency on Imports: Countries that rely heavily on food imports face higher risks of
catastrophic consequences if ports or border crossings are compromised.

Historical Examples:

* Syria: The civil war has seen food warehouses and supply chains targeted, leading to severe food
shortages in besieged areas and catastrophic humanitarian crises.

* Yemen: Ongoing conflict has caused widespread destruction of food distribution infrastructure,
with millions facing famine due to blockades and destruction of supply routes.

In conclusion, disruptions to grocery stores, food warehouses, and other commercial infrastructures
during wartime range from moderate to catastrophic, depending on the intensity and duration of the
conflict and the resilience of the infrastructure. Prolonged disruptions can lead to severe food insecurity,
economic decline, and humanitarian disasters.

3. Assessing the consequences of disruptions to power supply systems and sources of electricity
during wartime uses the same Consequences Framework: Insignificant, Moderate, Severe, and
Catastrophic (Ukraine’s Energy Security and the Coming Winter An energy action plan for Ukraine
and its partner, 2024, Schweikert A., Nield L., Otto E., Deinert M., 2019, Ukraine’s energy system
under attack, 2024). Each level reflects the impact on the electrical grid, energy distribution, and
society’s reliance on power;

a) Insignificant Consequences. Description: Minor, localized disruptions that do not significantly
affect the overall power supply system. Impact on Power Infrastructure: Short-term outages in small
areas, such as a localized attack on a substation or damage to transmission lines that are quickly
repaired. Example: A temporary power outage in a small city or neighborhood due to a minor
disruption, causing inconvenience but quickly restored without long-term effects. Essential services
like hospitals and communication centers would continue operating with backup generators:

b) Moderate Consequences. Description: Noticeable disruptions that affect larger areas or regions
but can be managed through alternative means. Impact on Power Infrastructure: Disruptions in power
generation or transmission across a significant region, leading to rolling blackouts, reduced power
availability, or energy rationing. Example: Attacks on key power generation plants or transmission
lines affecting a city or region for several days. There may be power rationing and reliance on
alternative energy sources (e.g., backup generators or renewable energy). Economic activities would
slow down, and essential services would operate on emergency power supplies:

c¢) Severe Consequences. Description: Major and prolonged disruptions that substantially impair
energy supply and national economic activity. Impact on Power Infrastructure: Severe damage to
multiple power plants, major transmission lines, or grid control systems. Large regions of the country
could face long-term blackouts, drastically affecting both civilian life and military operations. Example:
A missile strike that disables a major power plant and knocks out significant portions of the grid for
weeks. Industrial production would halt, essential services like hospitals would be stretched thin on
emergency power, and public morale would be affected. Long-term power outages also weaken the
ability of a country to defend itself, as military bases and communication systems rely on consistent
power:

d) Catastrophic Consequences. Description: Systemic collapse of the power supply system, leading
to national power failure, economic collapse, and severe humanitarian crises. Impact on Power
Infrastructure: Total destruction of critical power infrastructure, including power plants, transmission
lines, and control systems. The country faces a prolonged inability to generate or distribute electricity
on a national scale, affecting every aspect of life, including communication, healthcare, food supply
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chains, and military operations. Example: During the Ukraine war, large-scale attacks on power grids
have led to widespread outages across the country. In some cases, power cuts lasted for extended
periods, affecting millions of civilians. A complete and sustained attack on Ukraine’s power grid could
have led to catastrophic failure, plunging entire regions into darkness, severely disrupting military
command structures, food production, healthcare, and water supply.

Factors Contributing to Consequences:

* Targeting of Key Infrastructure: Direct attacks on power plants, substations, and transmission
lines during conflicts are common, leading to widespread outages;

 Cyberattacks: Power grids are increasingly vulnerable to cyberattacks, which can paralyze
national systems without physically destroying infrastructure;

* Geographic Concentration of Energy Assets: Countries reliant on a few large power plants are
more vulnerable to catastrophic consequences if these plants are targeted during war;

* Backup and Renewable Energy: The availability of renewable energy sources (e.g., solar, wind)
and backup systems (e.g., generators) can mitigate some of the impacts, but widespread damage can
overwhelm these measures.

Historical Examples:

 Ukraine Conflict: Ukraine’s power grid has been a constant target during the ongoing war, with
missile strikes and cyberattacks causing widespread blackouts. The loss of power affects heating,
medical services, food storage, and overall civilian survival,

e Syria: In the Syrian civil war, power plants and transmission infrastructure were frequently
targeted, leading to severe blackouts that exacerbated humanitarian crises.

In conclusion, the impact on power supply systems and electricity sources during wartime can
range from moderate to catastrophic, depending on the extent of the damage, the duration of the
conflict, and the nation’s ability to recover or protect its critical infrastructure.

4. Assessment of the consequences of the impact on the operation of information systems and
databases during the war. Assessing the consequences of disruptions to information systems and
databases during wartime, using the Consequences Framework-Insignificant, Moderate, Severe, and
Catastrophic — reveals how essential information infrastructure impacts both civilian and military
operations (NATO and European Union release final assessment report on resilience of critical
infrastructure, 2023, Events, 2024, Cyber War and Ukraine, 2022, Ukraine War, 2025). The integrity
of data systems is critical to communication, decision-making, logistics, and national security:

a) Insignificant Consequences. Description: Minor and temporary disruptions with limited impact
on the overall functionality of information systems. Impact on Information Infrastructure: Localized
or short-term interruptions that affect non-critical databases or services. Systems can be restored
quickly with minimal data loss or downtime. Example: A temporary loss of access to local government
databases or minor disruptions to non-essential services such as municipal websites. While inconvenient,
these disruptions would not hinder national security, public safety, or military operations;

b) Moderate Consequences. Description: Disruptions that impact critical systems but can be
mitigated through alternate systems or timely recovery. Impact on Information Infrastructure: Loss
of access to important databases or information systems that could delay decision-making or military
operations, but backups and redundancies prevent long-term data loss or irreparable damage. Example:
A cyberattack on a government database that temporarily hinders communication between government
agencies or delays supply chain logistics for military or humanitarian aid. Though operations are
slowed, data recovery processes and contingency plans ensure that the system is restored within a
few days;

¢) Severe Consequences. Description: Significant and sustained disruptions affecting key databases
and information systems, with major impacts on national security, military command, or public services.
Impact on Information Infrastructure: Loss or corruption of sensitive information, extended downtime
of critical systems, and inability to coordinate military operations or public services. There would be
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major impacts on both civil and military decision-making. Example: A prolonged cyberattack or
physical destruction of data centers responsible for military communication or government command
structures. This could paralyze real-time decision-making, disrupt logistics and supply chains, and
impact emergency response systems. Data theft or corruption could compromise national security and
expose vulnerabilities;

d) Catastrophic Consequences. Description: Total or near-total collapse of key information systems
and databases, leading to widespread failure of national infrastructure and security. Impact on
Information Infrastructure: Destruction or permanent loss of critical national databases, including
those related to military operations, energy grids, healthcare, and communication systems. The
consequences include the inability to coordinate national defense, manage civilian crises, or provide
essential public services. Example: A full-scale cyber or physical attack that completely wipes out a
nation’s data centers and backups, destroying all communication networks, banking systems,
transportation coordination, and public service management systems. This would result in widespread
chaos, economic collapse, and potentially the loss of national sovereignty as the country would be
unable to defend itself or maintain basic infrastructure.

Factors Contributing to Consequences:

 Targeting of Key Systems: Cyberattacks and physical destruction of data centers, especially
those housing military, government, or financial data, significantly increase the likelihood of severe
or catastrophic consequences;

* Cybersecurity Deficiencies: Lack of adequate protection, such as encryption and redundancy in
critical infrastructure, can accelerate the severity of consequences;

* Reliance on Digital Systems: Countries that are highly digitized and rely on interconnected
information systems are more vulnerable to severe disruptions.

Historical Examples:

» Ukraine Cyberattacks (2017): The “NotPetya” cyberattack crippled many Ukrainian systems,
affecting banks, energy companies, and government services, leading to millions in damages and
highlighting the vulnerability of critical infrastructure to digital threats;

» Estonia (2007): Estonia experienced one of the earliest widespread cyberattacks targeting
government and banking systems, severely impacting national operations and underscoring the need
for robust cybersecurity in modern conflicts.

In conclusion, the consequences of attacks on information systems and databases during wartime
can range from moderate to catastrophic, depending on the nature and extent of the disruption. The
loss of critical data or the inability to maintain operational systems could result in national security
vulnerabilities, economic collapse, and widespread disruption of essential services.

5. Determination of the consequences of the impact on the work of space research centers and
satellite communication stations during the war. Assessing the consequences of disruptions to space
research centers and satellite communication stations during wartime, using the Consequences
Framework (Insignificant, Moderate, Severe, Catastrophic), involves understanding the critical role
these infrastructures play in communications, military operations, and national security (NATO’s
approach to space, 2024, Protecting our critical satellite infrastructure, 2023, ITU Journal explores
fast-approaching future of satellite communications, 2024, Report of the International Telecommunication
Union, 2021, Case studies on the impact of satellite disruption during the Russia-Ukraine War, 2022,
Hacking the Cosmos, 2024).

a) Insignificant Consequences. Description: Minor and localized impacts that cause temporary
disruptions without severely affecting operations. Impact on Space Infrastructure: Minor damage to
non-critical satellite systems or space research centers. Temporary loss of communication with satellites
or interruptions in space research activities. Example: A brief interruption in non-essential satellite
communication systems used for academic or exploratory purposes. Research activities might be
delayed, but overall, these disruptions would not affect military operations or national infrastructure;
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b) Moderate Consequences. Description: Disruptions that affect the availability of satellite
communications or research data but can be mitigated through backup systems. Impact on Space
Infrastructure: Loss of some satellite communications or degradation in the quality of data provided
by space research centers. Military and civilian communication systems could experience delays, but
redundancies or other satellite networks would mitigate long-term impacts. Example: A temporary
attack on a satellite ground station that delays space-based research or communication between
military units. While some delays in satellite imagery or communications could occur, alternative
satellite links could keep key operations running, though not at full efficiency;

¢) Severe Consequences. Description: Significant disruptions that impair communication and
space-based operations, including the military and critical civilian services. Impact on Space
Infrastructure: Loss of critical satellite communications or permanent damage to space research centers
that are central to national defense, weather forecasting, and global positioning systems (GPS). The
ability to gather intelligence and coordinate military operations could be compromised. Example:
A missile attack on a satellite ground control station that controls GPS or military communications
satellites, causing widespread delays in military coordination and disrupting civilian services that
depend on GPS (e.g., transportation, emergency services). This could lead to the degradation of
military performance and a slower response to civilian crises;

d) Catastrophic Consequences. Description: Complete failure of satellite communication networks
or space research capabilities, leading to national and military paralysis. Impact on Space Infrastructure:
Destruction of multiple satellites or satellite communication stations, leading to the permanent loss
of communication channels, intelligence-gathering capabilities, and critical services like GPS. The
country would lose its ability to operate efficiently in both military and civilian sectors. Example:
A coordinated attack that destroys key satellite communication centers or space research facilities,
resulting in the total loss of satellite-based military communication, reconnaissance, and weather data.
This could cripple a nation’s defense capabilities and lead to catastrophic consequences for military
strategy, national security, and civil coordination.

Factors Contributing to Consequences:

* Reliance on Space-based Systems: Countries with a high reliance on satellite communications
for military, economic, and civilian operations are more vulnerable to severe or catastrophic
consequences;

* Redundancy in Satellite Networks: Nations with multiple layers of satellite networks and backup
systems can mitigate the risk of total failure, reducing the likelihood of severe consequences;

* Vulnerability to Cyberattacks: Space systems are vulnerable to cyberattacks, which can disrupt
or take control of satellites, leading to significant or catastrophic outcomes depending on the target.

Historical Examples:

» Ukraine Conflict: Russia has targeted Ukrainian satellite communications during the war,
disrupting military communications and affecting command and control capabilities. Despite these
attacks, Ukraine’s ability to access alternative satellite systems, including Starlink, has helped mitigate
catastrophic consequences;

* Gulf War (1991): U.S. forces relied heavily on satellite communications and GPS to conduct
operations. A similar attack on those systems would have severely impacted coordination and
effectiveness, demonstrating the strategic importance of space-based infrastructure.

In conclusion, disruptions to space research centers and satellite communication stations during
wartime can range from moderate to catastrophic, with the worst-case scenario resulting in a total
breakdown of military and civilian communications, intelligence, and navigation systems.

6. Determination of the consequences of the impact on the work of educational institutions,
universities and research institutes during the war. Assessing the consequences of the impact on
educational institutions, universities, and research institutes during wartime, using the Consequences
Framework (Insignificant, Moderate, Severe, Catastrophic), helps understand how disruptions in the
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educational sector affect society, knowledge production, and long-term national development
(Journalists in the midst of full-scale war: report on Ukraine, 2024, Emergency international assistance
to Ukraine, 2022, Ukraine, 2024, Identify and reduce risks related to attacks on education, 2023,
Education under attack, 2024).

a) Insignificant Consequences. Description: Minor disruptions that do not significantly alter the
institution’s ability to provide education and conduct research. Impact on Educational Institutions:
Some temporary closures or minor damage to infrastructure, but classes and research activities continue
through alternative methods, such as online education or temporary relocation. Example: Brief
interruptions in university operations due to localized threats or temporary evacuations. Educational
institutions shift to remote learning with minimal disruption to students’ academic progress;

b) Moderate Consequences. Description: More substantial disruptions that affect a portion of
educational services or research activities, leading to temporary setbacks. Impact on Educational
Institutions: Extended closures of schools or research centers in affected areas, with limited capacity
for online or alternative instruction. Research projects may be delayed or lose funding due to instability.
Example: Universities in conflict zones may have to pause in-person classes, forcing students to rely
on sporadic online learning. Research activities, especially those requiring physical laboratories or
international collaboration, are delayed. However, efforts to restore education continue through
relocation or digital platforms, though with lower effectiveness;

¢) Severe Consequences. Description: Major disruptions that significantly hinder educational
operations and research, affecting a broad portion of the country’s educational system. Impact on
Educational Institutions: Prolonged closures of multiple universities and research centers, with the
destruction of infrastructure and equipment. The education system may face long-term setbacks,
impacting the quality of education and the ability to conduct critical research. Example: During the
war, the destruction of several university campuses and research facilities leads to a dramatic reduction
in available educational services. This affects hundreds of thousands of students and researchers,
leaving an entire generation with gaps in their education and limited access to research opportunities.
The disruption of research affects national innovation and technological development;

d) Catastrophic Consequences. Description: Total or near-total collapse of educational and
research infrastructure, leading to a significant decline in the country’s knowledge production and
human capital development. Impact on Educational Institutions: Widespread destruction of
educational infrastructure, including universities, research centers, and schools, leading to the
permanent closure of key institutions. A generation of students and researchers may be left without
access to formal education or the ability to conduct research. Example: Entire regions lose access to
education for extended periods due to bombings or military occupation. Research institutions,
including those focused on critical fields like medicine, engineering, or agriculture, are destroyed,
affecting long-term national development and technological progress. The intellectual capital of the
country suffers, potentially leading to a “brain drain” as academics and students leave the country
in search of stability.

Factors Contributing to Consequences:

* Access to Online Education: The ability of institutions to rapidly shift to remote learning can
mitigate the consequences of physical damage to campuses;

* Global Research Collaboration: International support and partnerships with foreign universities
may help sustain research projects disrupted by the war;

* Destruction of Intellectual Capital: The loss of faculty, researchers, and students due to death,
displacement, or emigration leads to long-term consequences in the rebuilding of educational systems.

Historical Examples:

 Ukraine (2022): Many universities in conflict zones faced severe disruptions during the Russian
invasion. Some institutions moved to remote learning, while others had to halt operations entirely
due to the destruction of facilities or the displacement of students and faculty;
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» World War II: In many parts of Europe, universities and research centers were bombed, leading
to a temporary collapse of higher education in affected areas. Some scientists and academics fled,
leading to the loss of intellectual capital for decades.

In conclusion, the consequences of the impact on educational institutions, universities, and research
institutes during wartime can range from moderate to catastrophic depending on the extent of the
damage and the country’s ability to adapt. Long-term consequences include disruptions to human
capital development, technological innovation, and national progress.

7. Determination of the consequences of the impact on the operation of logistics transport systems,
maintenance stations, and refueling during wartime. Assessing the consequences of the impact on
logistics transport systems, maintenance stations, and refueling infrastructure during wartime is crucial
for understanding how disruptions can affect military operations, civilian mobility, and supply chains.
The consequences can be categorized as Insignificant, Moderate, Severe, or Catastrophic depending
on the extent of the damage and the reliance on these systems (Caramuta C., Grosso A., Longo G.,
2023, Ti R., Kinsey Ch., 2023, Understanding World War II Logistics Operations, 2024, Algire K. D.,
1951, Global driver shortages, 2022):

a) Insignificant Consequences. Description: Minor disruptions that cause temporary delays in
transportation or maintenance but do not significantly impact overall logistics operations. Impact on
Logistics Systems: Short-term disruptions in transport routes or maintenance facilities, with backup
systems or alternative routes quickly mitigating the effects. Refueling infrastructure remains largely
intact, allowing continued operations with minimal delay. Example: A small maintenance station being
temporarily shut down due to a local attack, causing minor delays in vehicle repairs, but the impact
on broader logistics operations is minimal as other facilities take over;

b) Moderate Consequences. Description: More significant disruptions that delay the movement
of goods, troops, and essential supplies but can still be managed with contingency plans. Impact on
Logistics Systems: Prolonged closures of key transport routes, fuel shortages at some refueling stations,
or limited access to maintenance facilities. Some delays in transporting military supplies or humanitarian
aid, but alternate transport routes or facilities may be available. Example: A major road or railway is
damaged due to military actions, causing delays in the transport of fuel or food supplies. Maintenance
stations may face challenges in repairing vehicles due to damaged infrastructure, but operations
continue at a slower pace through alternative methods;

¢) Severe Consequences. Description: Widespread disruptions in logistics and transport operations
that severely affect the ability to move troops, military supplies, and civilian goods. The supply chain
becomes strained, impacting military and civilian operations alike. Impact on Logistics Systems: The
destruction of key transportation hubs such as bridges, railways, or highways. Multiple refueling
stations and maintenance facilities may be damaged or destroyed, leading to significant delays in the
movement of goods and troops. Supply chains experience bottlenecks, leading to shortages of fuel,
food, and critical equipment. Example: An airstrike targeting a major highway or railway hub,
effectively cutting off a key supply route. Refueling stations in the region may be destroyed, causing
fuel shortages that halt military convoys and civilian transport. Maintenance stations face a backlog
of vehicles in need of repair, further slowing logistics operations;

d) Catastrophic Consequences. Description: Total collapse of logistics, transport, and refueling
systems, leading to an inability to sustain military or civilian operations. Supply chains break down
entirely, leading to widespread shortages of essential goods and services. Impact on Logistics Systems:
The destruction of multiple critical infrastructure points such as roads, bridges, railways, refueling
stations, and maintenance facilities. Transportation of goods, fuel, and military supplies becomes
impossible, leading to severe consequences for both military strategy and civilian life. The inability
to repair vehicles or refuel them exacerbates the crisis, halting operations entirely. Example: A strategic
campaign targeting all major transport and logistics hubs within a region, cutting off the ability to
transport military supplies and humanitarian aid. Maintenance facilities and fuel depots are
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systematically destroyed, leading to a complete breakdown in the logistics network. Military operations
grind to a halt, and civilian populations suffer from shortages of food, water, and medical supplies.

Factors Contributing to Consequences:

* Reliance on Specific Routes: Areas that rely heavily on specific transport routes or refueling
stations are more vulnerable to severe or catastrophic consequences if these are destroyed,;

* Logistical Redundancy: Countries or regions with redundant logistics networks, alternative
transportation routes, or mobile refueling and maintenance capabilities are better able to mitigate the
impact of disruptions;

* Geographic Vulnerability: The geographic spread and terrain of a country affect how easily
logistics systems can be disrupted or rerouted.

Historical Examples:

* Russia-Ukraine War (2022): Logistics infrastructure, including fuel depots and railway lines,
has been heavily targeted, leading to severe delays in military supply chains and shortages of critical
goods. The destruction of key transport routes has caused significant logistical bottlenecks for both
military and humanitarian efforts;

* World War II: The strategic bombing of transport infrastructure, including railways, bridges,
and fuel depots, was a key tactic used to weaken the enemy’s ability to move troops and supplies. In
some cases, the destruction of logistics systems led to catastrophic consequences for military operations
and civilian populations.

In conclusion, the consequences of disruptions to logistics transport systems, maintenance stations,
and refueling infrastructure during wartime can range from moderate to catastrophic, with the worst-
case scenarios leading to the total breakdown of supply chains and severe shortages of essential goods
and services for both military and civilian needs.

8. Determination of the consequences of the impact on the operation of communication systems
(mobile communications, telephony, radio, television) during the war. Consequences Defined
(Insignificant, Moderate, Severe, Catastrophic) (Pytlak A., Lad Sh., 2024, ITU issues warning on
interference with radio navigation satellite service, 2022, Duguin S., Pavlova P, 2023). The consequences
of disruptions to communication systems (mobile communications, telephony, radio, television) during
wartime can have varying levels of severity, ranging from Insignificant to Catastrophic, depending on
the scale of the impact and the availability of alternatives:

a) Insignificant Consequences. Description: Minor interruptions in communication systems that
are quickly resolved, with limited impact on both military and civilian operations. Impact on
Communication Systems: Short-term outages of mobile or radio services in specific areas, but redundant
systems or backup methods ensure that communication is restored quickly. Example: A temporary
disruption in mobile communication services in a city due to a localized attack on a cell tower.
Communication is quickly restored through other towers or emergency backup systems;

b) Moderate Consequences. Description: Disruptions that affect communication in certain regions
or for certain users, but overall communication infrastructure remains functional. Impact on
Communication Systems: Loss of communication in specific regions due to damaged infrastructure
(cell towers, radio stations, etc.), with delays in the dissemination of information. Military or civilian
coordination is hampered, but alternative methods such as satellite phones or emergency broadcasting
systems mitigate the impact. Example: A radio station being destroyed by a bombing, leading to a
temporary blackout in local news and information. Military and emergency services face delays in
coordinating efforts but are able to adapt using alternate communication channels;

¢) Severe Consequences. Description: Widespread communication outages that significantly impair
the ability of military forces to coordinate, or disrupt civilian communication on a broad scale. Impact
on Communication Systems: Major disruption to mobile networks, radio, and television services across
a large region, resulting in an inability to quickly disseminate critical information to both military
and civilian populations. Delays in command-and-control functions, emergency responses, and public
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announcements occur. Example: Large-scale attacks on communication infrastructure, such as bombing
of multiple cell towers and broadcast stations, leading to widespread outages. This creates confusion
among the public, limits access to news and emergency alerts, and significantly impairs military
coordination;

d) Catastrophic Consequences. Description: Total or near-total collapse of communication
systems, leading to an inability to coordinate military operations and a breakdown in civilian
communication. Impact on Communication Systems: Destruction of critical national infrastructure
such as telecommunications hubs, satellite communication systems, and broadcasting facilities. The
country is effectively cut off from both internal and external communication, which can lead to a
breakdown in military command structures, emergency responses, and the spread of vital information
to the population. Example: A coordinated series of cyberattacks and physical bombings that target
the backbone of national telecommunications networks. Mobile communications, television, radio,
and the internet are rendered inoperative, leading to widespread panic, inability to coordinate
military defense efforts, and leaving citizens without access to emergency services or critical
information.

Factors Contributing to Consequences:

¢ Availability of Backup Systems: Countries with robust emergency communication protocols,
such as satellite phones or alternative broadcasting systems, can better mitigate severe or catastrophic
disruptions;

* Redundancy in Infrastructure: If communication networks have sufficient redundancy (e.g.,
overlapping cell towers or multiple broadcasting stations), the impact of individual attacks is
minimized;

* Resilience of Cyber Infrastructure: Cyberattacks during war can target communication networks,
causing disruptions without physically destroying infrastructure. The resilience of digital systems
becomes critical in such scenarios.

Historical Examples:

 Ukraine Conflict (2022): During the war in Ukraine, communication systems were repeatedly
targeted by physical attacks and cyber warfare, leading to widespread disruptions in mobile and
internet services. However, the use of satellite internet (e.g., Starlink) helped to maintain some
communication capabilities in affected areas;

» World War II: Radio stations and communication lines were key targets during the war. In many
instances, bombing raids destroyed broadcasting stations, cutting off entire populations from
information.

In conclusion, the consequences of disrupting communication systems during wartime can range
from insignificant to catastrophic depending on the extent of the damage and the nation’s ability to
deploy alternative systems. The breakdown of these systems can lead to severe communication gaps,
impacting both military operations and civilian life.

9. Determination of the consequences for the work of medical institutions, pharmacies and clinics
during the war. Consequences Defined (Insignificant, Moderate, Severe, Catastrophic) (Ri et all,
2019, Expert Report: Russia’s Attacks on Health Care in Syria, 2024, What we see in times of war
and conflict, 2021, Year in Review 2023, 2023). The consequences of disruptions to medical institutions,
pharmacies, and clinics during wartime can be devastating, affecting the healthcare system’s ability
to treat the wounded, provide regular medical care, and ensure public health. These consequences can
be classified as Insignificant, Moderate, Severe, or Catastrophic, depending on the extent of damage
and the system’s capacity to cope with disruptions:

a) Insignificant Consequences. Description: Minor disruptions with a limited impact on the ability
of medical institutions to function. Healthcare services are slightly delayed but continue to operate,
and alternative facilities or backup systems manage the situation effectively. Impact on Healthcare:
Small clinics or pharmacies may experience temporary shortages of supplies or personnel, but larger
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hospitals remain functional, and critical care is not interrupted. The effects are localized and quickly
resolved. Example: A local pharmacy is temporarily closed due to a supply chain disruption, but
patients can still access medication from nearby facilities, and essential services continue without
major setbacks;

b) Moderate Consequences. Description: Significant disruptions that lead to delays or partial
shutdowns of medical services, but the healthcare system can still manage critical cases and emergencies.
Impact on Healthcare: Some hospitals or clinics may be damaged, reducing their capacity to treat
patients. Supply chain disruptions may cause shortages of medications or medical equipment. Non-
urgent care may be postponed, but emergency services continue to operate. Example: A regional
hospital loses power after an airstrike, relying on backup generators to maintain critical care services.
Non-essential surgeries are delayed, and there are shortages of certain medications, but life-threatening
cases are still handled;

c¢) Severe Consequences. Description: Widespread disruptions across multiple medical facilities,
causing significant delays or breakdowns in healthcare services. The healthcare system struggles to
provide necessary care, and patients face substantial risks. Impact on Healthcare: Major hospitals may
be destroyed or severely damaged, leading to the collapse of critical care services in certain regions.
Shortages of medical personnel, equipment, and drugs become common, and the system is overwhelmed
by the volume of casualties. Both emergency and routine care are heavily affected. Example: A series
of attacks targets several hospitals and clinics in a major city, resulting in the shutdown of emergency
services. Clinics are overwhelmed, and there is a severe lack of medical supplies, causing delays in
treatment for the injured and a rise in preventable deaths;

d) Catastrophic Consequences. Description: The total collapse of the healthcare system in affected
areas, with an inability to provide basic medical services. This leads to large-scale loss of life and
worsening public health crises. Impact on Healthcare: The destruction of hospitals, clinics, and
pharmacies across wide areas means no access to emergency care, surgeries, or routine medical
treatment. Critical shortages of medical supplies, staff, and infrastructure result in the system’s inability
to cope with the volume of injuries, disease outbreaks, and routine health needs. The death toll rises
dramatically, and diseases spread unchecked. Example: A prolonged military campaign results in the
destruction of all major hospitals in a region, leaving thousands without access to medical care. The
lack of functional clinics, combined with outbreaks of infectious diseases, creates a public health
disaster, with widespread loss of life.

Factors Contributing to Consequences:

* Geographical Impact: Areas with a higher concentration of healthcare facilities may face less
severe consequences due to redundancy, while rural or isolated regions may experience catastrophic
outcomes from even minor disruptions;

* Logistical and Supply Chain Disruptions: During war, the destruction of transport routes and
supply chains can prevent the delivery of medical supplies, exacerbating shortages;

 International Humanitarian Aid: In some cases, international organizations may provide
emergency medical assistance, which can mitigate severe or catastrophic consequences, but this is not
always guaranteed or sufficient.

Historical Examples:

* Syria Civil War: Targeted attacks on hospitals in conflict zones led to the near-total collapse of
healthcare services in some regions, with many hospitals and clinics bombed or forced to close. The
humanitarian toll was severe, as civilians lacked access to critical care and medical supplies;

* Yemen Conflict: Similar attacks on healthcare facilities in Yemen have left millions without
access to basic medical care, contributing to one of the worst humanitarian crises in the world, with
widespread disease and malnutrition.

In summary, the consequences of disruptions to medical institutions, pharmacies, and clinics during
wartime can range from insignificant to catastrophic, depending on the scale of the attack and the
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system’s resilience. In the worst-case scenario, the collapse of the healthcare system leads to widespread
loss of life, disease outbreaks, and a severe public health crisis.

10. The consequences of disruptions to water supply systems and sewage infrastructure during
wartime can have severe and widespread effects on both public health and safety. These consequences
can be classified into Insignificant, Moderate, Severe, and Catastrophic, depending on the scale of the
damage and the capacity of the system to recover (WHO Global water, sanitation and hygiene Annual
report 2022, 2022, World health statistics 2024, 2024, Timothy Grieve (UNICEF), 2019, Water and
conflict, 2024):

a) Insignificant Consequences. Description: Minor disruptions in the water supply or sewage
systems, which are quickly resolved without major public health risks or interruptions to daily life.
Impact on Water and Sewage Systems: Localized issues such as small-scale contamination or minor
interruptions to water supply in a limited area. The system has sufficient backup mechanisms or
alternative sources to address the issue without causing long-term problems. Example: Temporary
water outages in a neighborhood due to damage to a single water pipeline. Backup systems, such as
water trucking or alternative wells, are used until repairs are completed;

b) Moderate Consequences. Description: More significant disruptions affecting water access for a
larger portion of the population, with potential for temporary public health risks due to limited access
to clean water or functional sewage systems. Impact on Water and Sewage Systems: Partial disruption
of the water supply network, leading to water rationing or limited access in certain regions. Sewage
systems may become overwhelmed, leading to localized outbreaks of waterborne diseases, though most
critical services remain functional. Example: A regional pumping station is damaged, leading to water
shortages across a city. Temporary water supplies are provided by emergency services, but rationing
is implemented, and some areas face contamination issues as sewage systems struggle;

c¢) Severe Consequences. Description: Widespread damage to water and sewage systems, causing
large-scale health risks, including waterborne diseases, and significant disruption of daily life. The
healthcare system becomes overwhelmed with disease outbreaks linked to contaminated water. Impact
on Water and Sewage Systems: Major pipelines or treatment plants are destroyed, leading to a collapse
of the water supply in several regions. Sewage overflows into urban areas, spreading diseases like
cholera and dysentery. Emergency responses are delayed, and long-term reconstruction efforts are
required. Example: Bombing of a water treatment facility leads to a severe contamination of water
supplies. Hospitals report large numbers of patients with waterborne illnesses, and the government is
forced to rely on international humanitarian aid for water and sanitation;

d) Catastrophic Consequences. Description: Total or near-total collapse of water supply and sewage
systems, with devastating impacts on public health and the survival of affected populations. Long-term
humanitarian crises emerge due to the unavailability of clean water and adequate sanitation. Impact
on Water and Sewage Systems: Entire regions are left without access to clean water or functioning
sewage systems for extended periods. Epidemics of waterborne diseases spread rapidly, and there is
widespread death and displacement due to the lack of safe drinking water. Recovery requires massive
international aid and long-term rebuilding efforts. Example: A complete destruction of a country’s
main water supply infrastructure during war leads to a national water crisis. Millions are left without
clean drinking water, leading to a significant increase in mortality due to diseases such as cholera.
The situation becomes a major international humanitarian disaster, requiring coordinated relief efforts
from multiple countries and organizations.

Factors Contributing to Consequences:

* Pre-existing Infrastructure Resilience: Systems that are already under strain or outdated may
suffer greater consequences from wartime disruptions. More modern or well-maintained systems may
be better able to withstand and recover from attacks;

* Availability of Alternative Water Sources: Regions with multiple water sources, such as rivers,
lakes, or wells, may be less affected than those dependent on a single centralized system;
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* International Aid: In some cases, international aid can mitigate the worst effects of water supply
disruptions by providing bottled water, water purification tablets, or mobile treatment plants;

 Public Health Preparedness: The presence of public health interventions, such as vaccinations
and rapid response teams, can reduce the spread of waterborne diseases, lessening the severity of the
impact.

Historical Examples:

* Syria Conflict: During the Syrian Civil War, repeated attacks on water treatment plants led to
severe water shortages in cities like Aleppo, where public health crises emerged due to contaminated
water supplies and a lack of functional sewage systems;

* Yemen Crisis: The destruction of water infrastructure in Yemen has resulted in one of the largest
cholera outbreaks in modern history, with millions affected by contaminated water and lack of
sanitation facilities.

In conclusion, the consequences of disrupting water supply and sewage systems during wartime
can range from insignificant to catastrophic, depending on the scale of the disruption and the
population’s access to alternative water sources. The breakdown of these systems can lead to widespread
public health crises, including deadly outbreaks of waterborne diseases.

CONCLUSIONS

The results of the study showed that the negative impact of Russian military actions in Ukraine
in the period from 2014 to 2025 ranges from minor to catastrophic (8-10 points) and from moderate
to catastrophic, depending on the circumstances, as well as depending on the degree of damage caused
and the country’s ability to adapt.

2 100 10
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Pic. 1. Generalized results of studies of the consequences of the impact of military actions
in Ukraine for 2014-2025

Source: formed by the authors

Pic. 1 shows a diagram of the distribution of the consequences of military actions on critically
important objects of the Ukrainian economy. In Pic. 1, the minimum and maximum are indicated
based on the data indicated in Table 1 for the corresponding ranges of indicators in consequence points
for each object under study.
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OUIHKA HACAIAKIB AAS1 KPUTUYHUX CEKTOPIB B YKPAIHI
B PESYABTATI BIMHU 2014—-2025 POKIB

Amnorartig. JlocaipKeHHsT OIIHIOE HACJIIKU PU3UKIB 1T KPUTUYHOI iH(PACTPYKTYPU, BUKOPUCTOBYIOUU
MeTOJl MATPHIll PU3NKIB. MeTa BKJIIOYAE aHAI3 TMXO/IB /10 OIIHKN PU3WKIB, BABYEHHST PyHHYBaHHS KPUTUYHOI
iHdpacTpyKTypu YKpaiHu Ta po3poOKy METOAIB OLIHKKM IOTEHI[IHHMX 3arpo3. BukopucTaHo aHaxis 3arpos,
MMOBIPHICHY OLIIHKY PU3UKIB Ta MOZEIIOBAHHS CIleHapiiB. Y poOoTi po3poOIeHo MiAXi 10 OLIHKY PUSUKIB /IS
KPUTUYHOI iH(PACTPYKTYPH 3 ypaxyBaHHSM BIiCHbKOBMX 3arpos Ta kibepbesmexu. Oriis/ BUCBITIIOE pyHHYBaH-
HST CHEPTeTHYHUX Ta iH(PPACTPYKTYPHUX 00’€KTiB YKpaiHu, MiIKPECTIO0YN HEOOXiIHICTh TOCUICHHS 3aXKCTY.
JTlocmimkernst Kibepsarpos, 30kpeMa Kibepataky Ha eHeproMepesky Ykpainu y 2015 poiti, 10BoanTh HeoOXiIHICTh
cydacHuX 3axofis 6esnexku. CylnyTHUKOBUI aHali3 BUSBUBCA e(DeKTUBHUM IS OIIHKK 30UTKIB Ta IJIaHyBaHHSI
BiftHOBJIeHHST. TaKOXK PO3TJSTHYTO €KOJIOTIUHI HACJIIKY BiliHU, BKJIIOUAI0OUM 3a0pYHEHHS Ta PYHHYBAHHS TIPH-
POAHUX TepuTopiil. OTpUMaHi Pe3yJIBTaTH MOKYTh JOTIOMOITH Y PO3POOILi cTpaTeriil Bi/IHOBJIECHHS Ta 3MEHIIICH-
Hi BpasuBoCTi iHGpacTpykTypu. JoCHiIKeHHs TaKOXK aHAII3Y€E TTOPYIIEeHHsT pOOOTH MEANYHUX YCTAHOB, allTEeK
Ta KJIHIK i yac BiiHU, Kaacudikyioun HACHiIKK SIK He3HaYHi, HOMipHi, cepitosi abo kaTactpodiuni. Hesnauni
3001 BUKJMKAIOTH TUMYACOBI mepeboi, ToMi sIK cepiio3Hi BUIAJKK MPU3BOASTH J0 KOJAICY CUCTEMH OXOPOHH
3/I0POB’s, BIVIMBAIOYN HA €KCTPEHY Ta MJIAHOBY JOMOMOTY. [cTOpHYHI puKIamu, Taki sk koudaiktu B Cupii ta
€MeHi, 1eMOHCTPYIOTh PYWHIBHIN BIUIMB IliJIeCIPIMOBaHNX arak. KpimM Toro, mopymnieHHsT BOJOMOCTAYaHHS Ta
KaHAJII3aIiTHUX CUCTEM CTBOPIOE 3HAYHI PU3UKU JIJIST 37I0POB’S HACEIEHHS, TIOTEHIIITHO CIPUYMHSIOUN CIIAJIaxyu
3axBOpioBaHb. OIiHEHO BIJIMB HACTI/IKIB BOEHHOTO 4acy Ha OCBITY, YHIBEPCUTETU Ta MOCJiHUIIBKI YCTAHOBH.
OTpumMaHi BUCHOBKH JIOTIOMOKYTh MOJITUKAM Ta €KCTPEHUM CJIyKOaM MOM SIKIITUTHA HACJIIKA BOEHHUX JIiid.

Kiouosi cioBa: kpuTiuHa iHOPaCTPYKTypa, PUSUKH, KiGep3arposu, BillHa, MeAMYHI YCTAaHOBH, 3aKJaiu
OCBITH, BOJIOIIOCTAYAHHSI.

ASSESSMENT OF THE CONSEQUENCES FOR CRITICAL SECTORS
IN UKRAINE AS A RESULT OF THE 2014—-2025 WAR

Abstract. This study assesses the consequences of risks for critical infrastructure using the risk matrix
method. Objectives include analyzing risk assessment approaches, examining the destruction of Ukraine’s critical
infrastructure, and developing evaluation methods for potential threats. The research employs threat analysis,
probabilistic risk assessment, and scenario modeling. The study develops an approach to risk assessment for
critical infrastructure, considering military threats and cybersecurity challenges. The review highlights the
destruction of energy and infrastructure facilities in Ukraine, emphasizing the need for enhanced protection.
Research on cyber threats, such as the 2015 cyberattack on Ukraine’s power grid, demonstrates the necessity
of modern security measures. Satellite analysis proves effective for assessing damage and planning recovery. The
study also examines war-induced environmental damage, including pollution and destruction of natural areas.
The findings can aid in developing restoration strategies and reducing infrastructure vulnerability. The study
also explores wartime disruptions to medical institutions, pharmacies, and clinics, classified as Insignificant,
Moderate, Severe, or Catastrophic. Minor disruptions cause temporary shortages, while severe cases lead to
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healthcare system collapse, affecting emergency and routine care. Historical examples, such as conflicts in Syria
and Yemen, highlight the devastating impact of targeted attacks. The impact of wartime impacts on education,
universities and research institutions has been assessed. Additionally, disruptions to water supply and sewage
systems pose major public health risks, potentially leading to widespread disease outbreaks. These insights help
policymakers and emergency planners mitigate wartime disruptions.

Keywords: critical infrastructure, risks, cyber threats, war, medical institutions, educational institutions,
water supply.
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